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When I grow up, 

I want to be a 

protocol LLM



Context and goals

And excitement on Gen AI for networking

• Network design

• Intents, configuration, etc.

• Identify patterns or anomalies

• Incident management

Cool and more at the heart of things, but is    

this an exhaustive list?

Lots of excitement on generative AI for

• Human languages, chat bots

• Image and video creation

• Programming assistance

• Search and documents

Cool, but not at the heart of things from 

a protocol or network engineer 

perspective



Context and goals

What if LLMs were able to also understand 

and converse natively in protocol 

messages?

• There’s multi-modal generative AI and 

support for multiple languages

• Could we “speak” protocols, too?

“Protocol 

LLM”

“Take a PCAP file and 

drop it into an LLM"

Could we make 

something 

interesting 

happen?

● Explain what is going on

● Generate test data

● Quick prototyping / simulation



Example Use Case:

Diagnostics



Use Case Context: Training traces & Problem traces

Training 
traces

LLM

Problem 
trace

“The client sent a 
faulty message”



AI:

“Due to the unrecognized or invalid HTTP 
method ("HAE"), the server responds with a 
"400 Bad Request" status code.”



Some Challenges

As an AI, I'm unable to perform real-time calculations or 
generate dynamic content such as calculating a UDP 

checksum for a specific packet.

• Quantifying the quality of the 
results – how well would this work in 
practice?

• Complex fields – length, checksum, 
encryption, …)

• Protocols are not everything – real 
system behavior is not explained by 
protocols only

• Can we rely on this? – correctness 

System, e.g., a webserver

Disknw Application

Example 

behaviors
LLM

Manual 

checking

Field F wrong



But what does this mean?

We’ve found this exciting

Further work needed

But are there broader implications?

There seems to many levels at which 

generative AI can be applied, even in 

networking

Please consider what patterns, languages, 

inputs your problem needs
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