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Updates

• Added material on web tracking
• Under Section 2.3 Examples and Section 4. Areas requiring further study
• Thanks Eric & Chris!

• More options for changes in RFC 3552, see Section 6
• Offered three alternatives
• Simple but relatively obvious: just one sentence

”It is, however, possible to design protocols which minimize the extent of the damage done
when the other parties in a protocol become compromised or do not act in the best
interests the end-system implementing a protocol.”

• Slightly more text about capabilities & analysis of endpoint roles
• A more comprehensive set of defense guidelines

• Limiting time of exposure, forcing active attacks, etc.
• This could also be a freestanding RFC


